MEMORANDUM OF
UNDERSTANDING
between
Lutsk National Technical University
and
Civilian Research and Development
Foundation of the USA

Lutsk National Technical University and
Civilian Research and Development
Foundation of the USA (hereinafter - CRDF
Global), hereinafter referred to as ‘Parties’,

admitting that information and
communications technology (ICT) has
revealed new opportunities and is an important
tool of socio-economic development of
countries;

taking into account that the use of ICT has
also caused a number of new threats, such as
cybercrime, cyber spying, hacktivism, cyber
terrorism, and that these threats arc
dynamically increasing worldwide and
become more and more exquisite:

considering mutual interest in productive
cooperation and commitment to exchange
experience on a wide range of issues regarding
professional competence between experts of
Ukraine and the USA;

taking into account the results of previous
negotiations and agreements;

based on the regulations:

the United States - Ukraine Charter on
Strategic Partnership, which highlights the
bilateral relationship's importance and outlines
enhanced cooperation in defense, security,
economics and trade, energy security, and
democracy;

the Agreement between the Government of the
United States of America and the Government
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Jlyuskuit  Haunionmaanumii  Texuivnmi
Yuisepeurer i ®onp UHBIABLHUX
pocaivkens T2 po3BuTRY CnogayueHux
IItaris Amepuxn (aani — OLYIP I'moban),
ki Hanani imeHyioTbes “CropoHamu ™,

BU3HAIOMM, 1o indopmauiiino-
komyHikauiiini Texuonorii (IKT) siakpuau

HOBI  MOXJMBOCTI 1 €  Ba/IMBHMH
iHCTPYMEHTaMH  COLLI@IbHO - EKOHOMIYHOTO
PO3BHTKY AEPIKAB;

fepyun a0 ysarn, wo Buxopucranus IKT
TAKOX BHKJIMKAIO HU3KY HOBUX 3arpo3, TaKHX
AK  Ki0ep3A0uHHHICTb,  KiOEpIUNUTYHCTBO,
XaKTHBI3M, KibepTepoph3m, i wo ui 3arposu
JIMHAMIYHO 3pOCTAalOTL Y BCLOMY CBITI Ta
CTaIOTh BCE OUIbI BHTOHUYCHHMH:

3BAKAIOYH HA B3AEMHMIT IHTEPEC y NAiAHOMY
cniBpoGITHHUTBI TA NparHeHHs A0 OOMiHy
JOCBIAIOM 3 WIMPOKOTO CMEKTPY NHTAHb
npotheciiinoi KoMneTeHuii Mik excnepramu
VYkpaiuu ta CILA;
BPAXOBYIOMHM  PE3y/NLTaTH  MOMEpeaHix
NEPEroBoOpiB Ta JOMOBNCHOCTE:

0a3yIouHCh Ha NONOKEHHAX:

Xaprii VYkpaiha - CILUA npo crpareriune
naprHeperso Bia 19 rpyaus 2008 poky. B axiii
NiAKPECTOETHCS B3AEMHE nparHeHHs
MOCHJIMTH  [BOCTOPOHHI  BiAHOCHHH B
eKOHOMiuHIH, noniTHyHiil, AUNIOMATHUHII,
Ky/bTypHiii Ta Oe3neKoBiii cepax:

Yroaw Mmik Ypsaaom VYkpaiun i Ypsaom
Cnosnyyennx  llrtaris  Amepukn  npo



of Ukraine regarding Humanitarian and
Technical Economic Cooperation dated May
7.1992."

the CMU Decree #153 of February 15, 2002,
"On the Creation of a Unified System for
Involvement. Monitoring, and the Use of
International Technical Assistance";

wishing to establish cooperation mechanisms
in order to prevent and respond to increasing
threats in the field of information security and
cyber security;

agreed on the following:

Clause 1
This Memorandum of Understanding aims to
promote cooperation between the Parties and
is directed at:

e creation of conditions for the exchange
of ideas. information and experience,
as well as for interaction in the field of
information  security and cyber
defense, which is of mutual interest:

e improvement of educational, scientific,
technical and technological capabilities
of the Parties, intensification and
extension of ties between the
cybersecurity communities of both
countries, as well as promoting
educational, scientific, technical and
technological cooperation in fields that
are of mutual interest and promote
peaceful purposes:

e creating experience in the field of

management, use of technical
resources, analysis of data and
determination of needs regarding

information security and cybersecurity
in Ukraine;

e increase of the overall level of cyber
defense, implementation and
development of the systems of
informational data security as well as
systems in which they are processed;

e obtaining maximum benefit from
educational and technical projects
according to relevant implementation
documents (protocols) of the Training
Program execution in the field of

rymairapme i TEXHIKO-CKOHOMIuHE
cuispobGitTimnurso sin 7 Tpasns 1992 poky,
nocranosu KaGinery Minictpie Ykpainu sij
15.02.2002 Ne 153 "llpo creopenus caunol
CHCTEMM  3aiyucHus,  BHKOpUCTaHH#  T1a
MOHITOPHHTY — MIKHAPOAHOT  TEXHiuHOT
nonoMorn";

Hamaroun 3ANOUaTKyBaTH MEXAHI3MH
cniBnpaui /s 3anodiranus Ta pearypanns Ha
3pocraiodi  3arposn y cepi  Gesncku
inopmauii Ta kibepbesnex;

JIOCATHYJIH NOPO3YMiHHA PO TaKe:

Crarrs |
Lleit MemopanayM npo B3aEMOPO3YMiliHg Mae
Ha MeTi CHpHsHHS CHIBPOGITHUUTBY Mixk
Croponami Ta cnpsiMoBaHuii Ha:
© CTBOPEHHS YMOB /Uis OOMiHY iaesmu,
inopmauicio Ta JOCBIIOM, @ TaKOK
Ui B3aemoaii y cdepi  Oesnexu
ingopmauii  ta kidepsaxucry, o
CTAHOBHTB B3aEMHHI iHTEpCC:
® BJIOCKOHQICHHS OCBITHIX, HayKOBO-
TEXHIMHUX i TEXHONOIYHUX
MOJKIHBOCTEI Cropin.
inTeHcHikaitio pO3IHpEHHA
3B’ A3KiB MisK CrijIbHOTaMH
kiGepbesnekn o0OX KpaiH, a TaKO®
CIpHAHHA  OCBITHBOMY,  HAayKOBO-
TEXHIYHOMY i TEXHONOTTYHOMY
CniBpoOdITHHUTBY Yy ranyssix. wWo
CTAHOBAATL B3aEMuuH iHTepec Ta
CHPHAIOTH MUPHIM LLJISIM;
e HanpawioBaHHdg focsiny y  cdepi
YNpaBinHg, BAKOPHCTAHHS TEXHIUHHX

Ta

pecypciB,  aHamily  naHmx T4
BH3HayeHHa notped 3 Ges3neku
ingopmauii Ta  KibGepbesnekn B
Vkpaini;

® MiABMINEHHA  3aranbHoro  piBHA
ki0ep3axucry,  BOpoBamLKeHHH |
PO3BHTOK cHeTeM Oe3nekn
inopMaliliHUX  NaHKHX, @  TaKOXK
CHCTEM, B AKHX BOHH
ONpaubOBYKOTHCH;

®  OTPHMaHHS MAKCUMAILHOT KOPHCTI BiA
HABUQIBHUX T2 TEXHIUHMX TNPOCKTIB
3rifHo 3 BIAMOBIAHIMH




information  security  development,
cyber security and increase of
awareness, which will be considered as
annexes to this Memorandum.

Clause 2

The parties admit that the cooperation under
this Memorandum is based on mutual
responsibility and fair contributions that
correspond to technological potential, specific
knowledge and resources. Under this
Memorandum the parties will take joint efforts
on the Training Program execution in the field
of capabilities development of information
security, cyber security and awareness.

Clause 3
Parties may initiate and implement other
mutual programs and US — Ukraine projects in
support of information security and cyber
security capabilities that can be funded
mutually or unilaterally.

Clause 4

This Memorandum may be amended and/or
altered after becoming effective if agreed in
writing by the Parties. Consultations to amend
this Memorandum may be held at the request
of either of the Parties. Any changes are made
jointly in writing in the form of a separate
protocol or addendum, which will form an
integral part of this Memorandum.

Clause 5

Financial and organizational matters of co-
operation, as permitted by effective legislation,
will be the subject of a separate written
agreement between the Parties for each
individual activity. This Memorandum does
not establish any financial obligations for
either Party.

IMIIEMEHTAUIHUMHI  JIOKYMEHTaMM
(potokonamu) peanizauii [Nporpamu
nigrotopkn  y  cepi  pozdynosu
MOXKIIHBOCTElH 3 Oesnekn indopmatii,
Kibepbesneku Ta MiABHILICHHS
00i3HAHOCTI, SIKI PO3IIIAAATHMY THCA AK
NOAATKH 110 ULOro Memopanjiymy.

Crarrs 2
CTOpOHH BH3HAIOTb, WO CRIBMpPALA 3a LHM
MeMOpaHayMOM TPYHTYEThCS Ha  CribHiMH
BIAMOBIAANBLHOCTI 1 CHPABE/UIMBHX BHECKAX,
AKi  BIANOBINAIOTL  TEXHOJOTIYHOMY  Ta
HaYKOBO-HaBYATBLHOMY noTeHLUiaNy,
crewianbHuM 3HaHHAM i pecypcaM. B pamkax
uLOro Mewmopanaymy CTOPOHH
3AIHCHIOBATHMYTb  CMINBHI  3aX0/H  LUOJO
peanizauii TMporpamu mniarotoBki y cepi
po3bynoBn  MomauBoctTeli 3 Oesneku
indopmauii, kibepOesnekn Ta NiABHILECHHS
obi3HaHoCTi.

Crarra 3
CTopoHH MOXYTb iHILLIIOBATH Ta 3/1ifiICHIOBATH
iHwi cninbHi nporpamMu Ta NpoekTH Ykpaiua-
CILUA Ha miaTpuMKy MOXIHBOCTEI 3 Oe3nekn
inpopmauil Ta KidepOesnekn, fKi MOKYThb
tinancysatuch K CniAbHO, TaKk | B
O/IHOCTOPOHHBLOMY MOPAAKY.

Cratra 4

Jlo usoro Memopanaymy MoOxyTs OyTH
BHECEH1 3MiHM Ta JONOBHEHHS Nicns HaGpaHHs
HUM YHHHOCTI Ha MijACTaBi B3AEMHOT 3roau
Cropin. Koncyiibranii 3 MEeTo0 BHECEHHS 3MiH
J1o ULOro Memopanaymy MOXYTh
MPOBOAUTHCS HA 3anuT Oyab-aK0i 31 CTOpiH.
Byab-siki 3MiHM 34iHCHIOIOTLCS COLILHO Y
nucbMoBHit  (opmi Yy  BUrASAi  OKpemoro
nporokosy  abo  JIONOBHCHHA,  sKHii
CTAHOBHTHME HEBiA'€EMHY YACTHHY UbLOIO
Memopanymy.

Craris 5§

dinaHcoBi Ta  opradisauilini  nuTanus
criBnpaui B MEKax YNHHOTO 3aKOHOAABCTBA
OyyTh MPEAMETOM OKPEMOT MHCLMOBOT YrOAH
Mik CTOpOHaMH JU1S KOXHOIO OKPEMOro BHIY
nisnbhocTi. Lleit Memopanjiym He CTBOpIOE
KOAHMX (DIHAHCOBHX 3000B's3anb Ans Oyib-
axoi i3 CTopiH.




Clause 6
The present Memorandum  shall  become
effective on the date of its signing and shall be
valid until either of the Parties informs the
other of its termination.

Made in Kyiv/ Lutsk or)é'Q w2 L. W

in two copies, each one prepared in Ukrainian
and English (one copy for cach Party). Both
texts are equally authentic, in case of
discrepancies the Ukrainian text shall prevail.

For Lutsk National Technical University/ 3a
Jlyubkuii HauioHAILHHIT TeXHiuHHii
yHiBepcHTET

Rector
of Lutsk National Technical University /
Pextop JIyubKoro HauioHaibHOro TEXHIYHOTO

YHIBEPCHTETY

Crarran 6
Llcit Memopannym nabyBsac uMnnocti 3 aatm
fioro nianucanyst i Jic 10 OTpUMaHBs OHIEI0
i3 CTOpiH NHCLMOBOTO MOBIAOMAEHHA HIIOT
CTopoHH Npo npHiKHEHHs Horo i,

Yuuneno y M. Kncpi/Jlyuexy AC, 0/
2022 p. y ABOX NPHMIPHHKAX, KOAHHHA
YKpaTHCLKOIO Ta aHIifcLKkol0 MoBamH (10
oaHoMy npumipauky koxminn 3i Cropin).
OOuaBa TEKCTH € ABTCHTHYHHMH, Y pasi
BUHUKHEHHA  po30iknocTed  HANACTHCH
nepesara TeKCTy YKpailChKO MOBOI),

For the Civilian Research and Development
Foundation of the USA /3a ®ona umeinbuux
jgochipxens Ta  po3utky  CnonyueHux
IlTaris AMepuky

Senior Operations Manager, Representative
office of U.S. Civilian Research &
Development Foundation CRDF Global /
KepiBuuk 3 onepauifinoi  aisnsHoCTi,
[TpeacTaBHHUTBO Donay LluBinsHHX
Jocnijkens ta Pozsutky CLIA
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